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Advancing Cyber Defense




The Next Peak Proposition "YA NEXT PEAK

Tackle complex challenges through advanced approaches Test Your
Resiliency @
* Prepare for ransomware & understand
Uplift and enh b biliti chhance
plift and enhance your cyber capabilities Your ®
* Make the climb with our cyber defenders Capacity

Improve efficiency and reduce costs

* Establish lean operations & data discipline Reduce
Your ()

Assess Your Costs

Defenses @

Understand
Your Risks

We work with clients given their size, maturity and ambitions to empower
defenses and reduce costs
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Our Leadership Team

Greg Rattray, Ph D.
Colonel, USAF, (Ret)
Partner/Co-Founder

» Drove White House cybersecurity strategy & programs

 Commanded the US Air Force’s cyber warfare capabilities

* Led one of the largest global corporate cyber uplifts

» Pioneered Advanced Persistent Threat (APT) & Operational

Collaboration concepts
Jim Cummings
Colonel, USAF, (Ret)

Our Defenders have deep corporate & national security experience Partner/Co-Founder

Collaboration Partners & Strategic Alliances

+ ISTARI &B OLIVER WYMAN Buchanan
@ CYFLARE =&y SANDTECH T?P‘-’tTED ga@



Our Defenders have:

/A NEXT PEAK

COMMERCIAL INNOVATORS

JPMorganChase £) Bloomberg % CROWDSTRIKE
Driven global corporate cyber uplifts

Built & operated advanced cyber ops centers ENDGAME. Morgan Stanley ‘B

|ldentified advanced persistent threats
Developed US military cyber tactics manuals

Established corporate cyber playbooks

Led response through major cyber breaches

Deep expertise in MITRE ATT&CK, NIST, ISO, & other

cyber defense frameworks
CERTIFIED PROFESSIONALS
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[ Our team can bring best of breed solutions without the overhead

Built secure remote work systems
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Shane Ducommun Chirag Arora Timothy Franz
CISSP, NSTISSC CISSP, CCNA, MCP CISSP, PMP, CEH, CSM

Over 25 years of experience in » Developer of the CIS Critical * Led major operational
cybersecurity, intelligence and Controls and Control Self- exercises for multinational
risk management Assessment Tool (CSAT) with companies and government
Oversaw cybersecurity Center for Internet Security - Former Managing Director of US
operational risk management (CI5) . Cyber Command Offensive
as Executive Director at *Served in multiple CISO and Operations
JPMorgan Chase vCISO roles leading corporate . 20+ years experience directing

clients through cyber security
assessments including FISMA,
NIST, and CIS and in developing
cyber roadmaps

multi-domain red teaming,
information security training &
multi-disciplined exercises

Former US Air Force Officer,
serving in the Pentagon, NSA,
and several offensive and
defensive operations
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How good is
your
program?

Industry Standards
Validation

Cyber Defense
Strategy & '
Assessment

Secure Edge
Management

[ Business driven risk reduction against advancing threats ]
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How ready
are you?

Cyber Response Ransomware
Coaching Preparedness

Test and prove the effectiveness of your program ]




Security
Operations Uplift

Cyber
Operational
Augmentation

Do you have
a lean, mean

approach?

/A NEXT PEAK

Post Breach
Uplift

Security Data
Discipline

[ Stronger, leaner, faster cyber defenses ]
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|
> _ What .are7 Geo Cyber Risk
0~ your risks? Services

Board Advisory
& Education T,

Virtual CISO
Services

Unique insights on a full range of strategic challenges ]
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Do your
) investments o
Endpoint function how Vulnerability
Protection . Management
you think?
Ransomware And many other cyber
Preparedness defense areas

Workshops to assess specific aspects of your
cybersecurity program and technology
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Our Propositions /A NEXT PEAK

Assessments ‘ | S
Cyber Defense Assessment Cyber Exercises

Red Teaming
Industry Standards Validation ‘ ‘

‘ Cyber Response Coaching

Secure Edge Management
’ ‘ Ransomware Preparedness

Virtual CISO Services ‘ ‘ Cyber Operational Augmentation

Security Operations Uplift
Geo Cyber Risk Services ‘ ‘

‘ Security Data Discipline
Board Advisory & Education ‘

‘ Post Breach Uplift Capacity

Next Peak offers Cyber Workshops for our range of propositions




